Privacy Notice - Tenants
 
Introduction 
People First Housing Association (also referred to as People First/we/us/our) aims to deliver effective housing services to tenants. To enable us to do so and in fulfilment of our obligations under the tenancy agreement we collect and process data on tenants and prospective tenants. We are the “Data Controller” of the personal data that you provide to us and are committed to protecting all individual’s rights of freedom and privacy and meeting the requirements of the General Data Protection Regulation (GDPR) 2018 and Data Protection Act 2018. 
This privacy notice explains in detail:
1. How and when we collect personal data;
2. why we collect your personal data;
3. what we collect and process; 
4. the legal bases for doing so;
5. who we may share it with;
6. what information we receive from third parties;
7. where we process your personal data;
8. how long we keep it;
9. how we protect your personal data;
10. what your rights are in relation to the personal data and how to contact us; and 
11. how to contact the Information Commissioners Office (ICO) if you have a complaint. 
1. How and when do we collect your personal data?
In most cases the information we hold is provided by you voluntarily on the telephone, by email or in person. How you interact with us, determines when we collect your personal data, for example:
· Contacting us for information;
· making an application to be a tenant;
· becoming a tenant; and
· in the course of being a tenant: 
· making a payment for rent;
· reporting a repair issue; 
· booking a visit or appointment to your property;
· reporting neighbour nuisance; and
· completing electronic and paper forms/assessments and other tenancy related documents.
2. Why do we collect personal data?
The main reason we collect and process your personal data is to enable us to provide, evaluate and improve the delivery of housing services to tenants to meet our obligations as set out in your tenancy agreement, which forms a contract with us.  
We limit the collection of personal data to enable us to meet these obligations. We do not sell your personal data to any third parties.  
3. What personal data do we collect and process?
If you are applying to be a tenant, in the process of being signed up or you are a tenant, during the course of receiving our services we collect the following types of personal data:  
· Personal information: name, address, date of birth
· Contact details: home phone number, mobile phone number, email address
· Financial details: employment status, income, bank account details, Housing Benefit/Universal Credit Reference Numbers, etc. 
· Sensitive personal information (special category data): gender, race, ethnic origin, religion, sexuality, marital status and disability information as well as medical details 
· Household information: details of other family members who will be living in your home
· Housing eligibility data: relevant criminal convictions, nationality/immigration status: visa conditions, asylum status, etc. 
· Identification: photographic images, date of birth, National Insurance Number
· Information about safeguarding concerns for children/vulnerable adults in the household
· Any other information you provide for advisory assistance, for example managing your health and wellbeing, assistance with welfare benefit claims.
We will record further factual information during your tenancy so that we have a record of our contacts with you. This will include:
· Records of visits, phone conversations, emails, letters and such like
· Records of repairs carried out at your home
· For locations with CCTV: images, event photographs or video recordings
· Complaints records
· Anti-social behaviour reports, witness statements and risk assessments
· Unacceptable behaviour warnings where we have evidence that you may pose a risk to our colleagues or contractors 
· Your rent payment history
· Records of tenant meetings/events such as discussions and photographs 
4. What legal bases do we rely on to process your personal data?
The lawful bases for processing personal data are set out in the GDPR 2018, there are six grounds and at least one of these must apply whenever we are processing data.  Below is a list of the legal bases we generally rely on:
Consent:  We rely on your consent to process your personal data in very limited circumstances such as when sharing information with another agency to assist with any health care needs you have requested assistance with or if we wish to use any photos of you that have been taken at tenant events on promotional literature.  You have the right to withdraw your consent at any time.  
Contract:  Most of the personal data we process is necessary to perform our obligations under a contract (i.e. the tenancy agreement) we have with you.  We can only provide the service to you and your household, if you provide us with the personal data necessary to perform the contract (as set out above in point 3).  
Legal Obligations:  In some instance processing is necessary for us to comply with the law (not including contractual obligations):
· Providing information to the Local Authority in relation to Council Tax
· Providing information to the benefits agencies in relation to any benefits you are accessing, or are entitled to
· Providing information to the Police in relation to criminal investigations
· Providing information to Social Services in relation to any safeguarding concerns 
· Providing information to the Home Office if we have good reason to believe that an illegal immigrant is living in one of our properties
Legitimate Interests:  In some situations, we process your personal data to pursue our legitimate interests as a business but will only do so if our legitimate interests do not materially impact your interests, fundamental rights, or freedoms. Examples include:
· If you are a tenant, using your email address or home address to send you our newsletters, informational publications, and service updates.  Sending out satisfaction surveys, for example, following a repair to support improving our service.
· In some locations, using CCTV cameras/footage to assist with crime prevention, investigation/proceedings and law enforcement activities.
Public task: In some instance processing is necessary for us to comply with a public duty:
· Providing information to Social Services if we believe you, or a member of your household is at risk
· Providing information to the police on anti-social behaviour
· Processing sensitive data (special category data) for example in relation to ethnicity, religion, gender etc under Article 9 (d) to ensure compliance with equality legislation
The processing of sensitive (special category) and criminal conviction data (as described under point 3) must be in line with the lawful bases for general processing (as described in point 4) and there are additional legal conditions which must be met. 
5. Who do we share your personal data with?
We consider your personal data confidential and do not share it with others except as described in this Privacy Notice. There are limited circumstances that require us to disclose your personal data e.g. if required by law/regulations or as we reasonably determine to be necessary to protect our rights or the rights of others, to prevent harm to persons or property and to fight fraud.  For example, we may be required to disclose personal data for national security or law enforcement purposes as described above (see section 4 - Legal obligations and Public task). 
We will also share information in order to deliver services (i.e., meet our contractual obligations), or to meet our legitimate business interests. Examples include:  
Subcontractors and other agents: we employ or contract with other companies and individuals to perform functions on our behalf. Depending upon the type of service they are providing, we may share personal data, but only as appropriate and necessary for the performance of the service. These parties are under contractual obligations to use your personal data only as directed by us and as needed to perform these functions.  All are under a legal duty to handle such data in accordance with People First’s confidentiality policy and this Privacy Notice. Examples include:
· Orca – the company who deal with our out of hours emergency calls
· Repairs contractors who carry out repairs 
· Compliance contractors such as our gas service engineers or our electrical engineers
· Investment contractors – such as the companies who replace your kitchens, bathrooms, doors and windows etc.
· Survey companies – undertaking tenant satisfaction surveys on our behalf
· SASSHA, our IT consultant who manage our IT systems
· Agents/statutory or voluntary organisations – providing support or care on a ‘need to know basis’.
Business Transfers: People First deliver the housing management service. This arrangement could change. For example, another organisation could be partnered with to deliver this service in part/full. In this case personal data relevant to the operation will be transferred as part of the transaction.
6. Information from third parties:
In some cases, we may access information held by third parties, or be requested to provide information. For example, People First has access to the Universal Credit portal to enable us to verify the rent of tenants in receipt of Universal Credit, but we are only able to see identifiers, such as name and address.
Government agencies may provide us with personal data to support their regulatory obligations or investigations, for example in the case of actual/suspected benefit fraud.
We may also receive unsolicited information in relation to any safeguarding issues from social services or where you have provided consent for them to contact People First to assist with the provision of any support you might need. 
7. Where do we process and store your personal data?
Electronic Information: Personal data may be held on electronic storage data systems. This is processed and stored in the United Kingdom (UK).  
Hardcopy Information: The hardcopy of personal information we collect is now limited (following a move to a paperless office) and remains in the UK. We do not transfer data outside the UK.
8. How long do we keep your personal data?
Whenever we collect or process your personal data, we’ll only keep it for as long as is necessary for the purpose for which it was collected and as required under law. At the end of that retention period, your data will either be deleted completely or anonymised, for example by aggregation with other data so that it can be used in a non-identifiable way for statistical analysis/business planning.
9. How do we protect your personal data?
We utilise appropriate technical, administrative and physical safeguards to protect the personal data we collect in both hardcopy and electronic format. We provide training to our staff and conduct periodic quality assurance audits. However, no computer system or information can ever be fully protected against every possible hazard. As a result, we cannot guarantee the security and privacy of the information you provide to us.
10. What rights do you have over your personal data?
All tenants have the right to request:
· Access to your personal data and copies. In most cases this will be free. 
· Rectification /correction of any information that we hold that you believe is inaccurate and the completion of any information you believe is incomplete.
· Erasure of your personal data, under certain conditions.
· Restrict our processing of your personal data, under certain conditions.
· Object to our processing of your personal data, under certain conditions.
· Data portability/transfer of the data we have collected to another organisation, or directly to you, under certain conditions.
If you make a request, we have one month to respond to you. If you would like to exercise any of these rights, please contact People First:
Email: admin@pfha.co.uk			Address: Windrush Millennium Centre 
Tel: 0161 235 6900					   70 Alexandra Road M16 7WD
In cases where we are processing your personal data on the basis of our legitimate interest, you can ask us to stop for reasons connected to your individual situation. We must then do so unless we believe we have a legitimate overriding reason to continue processing your personal data.
To protect the confidentiality of your information, we will ask you to verify your identity before proceeding with any request you make. If you have authorised a third party to submit a request on your behalf, we will ask them to prove they have your permission to act.
11. How to contact the Information Commissioner’s Office
If you feel that your data has not been handled correctly, or you are unhappy with our response to any requests you have made to us regarding the use of your personal data, you have the right to lodge a complaint with:
· the data protection regulator – The Information Commissioner’s Office at www.ico.org.uk/concerns 

